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On the Criminal Procedural Regulation of Digital Evidence
ZHAN Yuhong

Abstract: The digital age is changing criminal evidence systems. Digital evidence is now widely used.
Some types can be reviewed using traditional methods for electronic data. But new rules are needed for
big data evidence, algorithm evidence, and Al evidence. This new evidence relies on algorithms. It has
both objective facts and subjective analysis. It moves court decisions from relying on experience to using
algorithms. However, in the absence of effective regulation, digital evidence encounters a dual predicament
regarding its admissibility: on one hand, the imbalance in evidentiary capabilities between prosecution and
defense leads to a formalistic cross-examination process, rendering strict proof difficult to achieve and causing
judges to struggle with the intangible source of such evidence. On the other hand, issues such as “dirty data,”
algorithmic bias, privacy infringements, and conflicts with the presumption of innocence principle cast doubts
on its admissibility and legitimacy. From the perspective of procedural regulation, it is recommended that:
during the investigation phase, suspects should be granted the right to know about the data involved, and the
initiation procedure for collecting digital evidence should be standardized; during the prosecution review
phase, the pretrial evidence disclosure system and the duty of explanation should be strengthened; and during
the trial phase, the scope of the exclusionary rule for illegal evidence should be expanded, while rules on digital
best evidence, technical direct oral testimony, and technical opinion testimony should be further refined.

Keywords: digital evidence; evidence disclosure system; presumption of innocence; privacy; exclusionary
rule of illegal evidence
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