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Procedural Risks and Regulatory Approaches of Algorithmic Forensics in Judicial Application
HE Yuanjia & HE Bangwu

Abstract: The widespread application of big data-based algorithms in investigative evidence collection
in the digital era is undeniable. Rooted in big data and cloud computing, algorithmic forensics is grounded
in mathematical logic, which transforms logical reasoning and computation into symbolic, formalized and
axiomatic knowledge. While reducing individuals to computable, predictable and controllable “objects,”
algorithms give rise to a new power paradigm—the “algorithm as power” phenomenon—that backfires
on humanity. Compared with traditional evidence collection methods in physical space, algorithmic
forensics features covertness and pervasive intrusiveness. Lacking explicit legal authorization for
initiation and operating opaquely, it violates the principle of statutory procedure, challenges established
procedural justice institutions and creates an institutional deficit. Furthermore, the quasi-public power
exercised by social digital platforms infringes on personal information rights, undermining the traditional
principles of due process and the presumption of innocence. We must uphold the paramount value of
criminal procedural justice. By demystifying algorithmic technical rationality, we should tame algorithms
to ensure procedural due process. This requires improving digital evidence legislation, guaranteeing
algorithmic transparency, establishing accountability points through algorithm filing, standardizing
evidence collection procedures, and amending evidence legislation to formally include algorithmic
evidence as a statutory category under China’s evidence system.

Keywords: big data; algorithmic forensics; algorithmic evidence; procedural justice; algorithmic justice
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